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Introduction

In this guide, we will break down the 66 new requirements in PCI DSS v4.0. PCI DSS v4.0 has been expanded in its philosophy to also be
utilized to protect against threats and secure other elements of the payment card ecosystem beyond the Card Data Environment (CDE). As
the payment industry continues to evolve, PCl has worked towards a broader framework that can be used as an effective security baseline
across fintech infrastructure.

What is the goal of this guide?

The goal of this guide is to help you identify the new PCI DSS v4.0 requirements and develop a strategy for implementing the new
requirements.

Topics not addressed in this guide:
In this guide, we will stay focused on new requirements only and will not cover many of the other new features of PCI DSS v4.0 such as:

e The Customized Approach. This new option allows organizations to define their approach to meeting a PCI DSS requirement through
documentation of a Targeted Risk Analysis and implementation of a custom control designed to address the risk addressed by the PCI
requirement.

e The Complete Summary of Changes from PCI DSS 3.2.1 to 4.0. These changes can be found in PCI SSC’s summary of changes guide if you
need to better understand the updates from PCI DSS 3.2.1 to 4.0.

o Updates to Reports, Templates, and SAQs. Please visit the PClI Document Library to obtain copies of these new documents.

Planning for Migration to PCI DSS v.4.0

PCI DSS v4.0 may potentially have a huge impact on some organizations based on the nature of the business. It is important to plan
accordingly and determine the extent to which PCI DSS v4.0 will affect your organization and develop a plan for implementing new
requirements.

Aprio recommends all organizations complete an updated scoping exercise per the v4.0 guidance and a gap assessment ahead of the first
assessment that will cover what is currently referred to as best practices. The best practices become mandatory requirements for any
assessment dated after March 31, 2025.

March 31, 2024 March 31, 2025

PCI DSS v3.2.1 retired Future-dated new requirements
become effective

Q2 Q3 Q4 Ql Q2 Q3 Q4
2022 2023

Transition period from PCI DSS v3.2.1 to v4.0

Implementation of future-dated new requirements
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https://listings.pcisecuritystandards.org/documents/PCI-DSS-v3-2-1-to-v4-0-Summary-of-Changes-r1.pdf
https://www.pcisecuritystandards.org/document_library/

Changes in Requirements Effective Immediately on all PCI v4.0 Assessments

Assessment Requirement

Req # Requirement Applicability
1-11: X.1.2 Roles and Responsibilities All Entities
for performing activities
(in Requirements. 1-11) are
documented, assigned, and
understood.
12.5.2 Document / confirm PCl scope at All Entities
least every 12 months and upon
significant changes.
12.9.2 TPSPs must support customers’ TPSP

requests to provide PCI DSS
compliance status and information
about PCI DSS requirements that
are the responsibility of the TPSP.

A method to document roles and responsibilities is a responsibility
assignment matrix that includes who is responsible, accountable,
consulted, and informed (also called a RACI matrix).

Ensure that annual scoping includes:
e Data stores (databases, files, cloud, etc.), including the purpose
of data storage and the retention period,

e Which CHD elements are stored (PAN, expiry date, cardholder
name, and/or any elements of SAD prior to completion of
authorization),

e How data is secured (type of encryption and strength, hashing
algorithm and strength, truncation, tokenization),

e How access to data stores is logged, including a description of
logging mechanism(s) in use (enterprise solution, application
level, operating system level, etc.).

Ensure network diagrams and dataflows used as part of PCI
scoping are updated and approved.

Develop a shared responsibility matrix that clearly delineates
the responsibility of meeting all relevant PCI DSS requirements
applicable to the TPSP’s services.

Update policies and procedures to verify that processes are
defined for supporting customer requests related to PCI DSS
compliance.
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Best Practices until March 31, 2025

Req # Requirement Applicability

Assessment Requirement

3.2.1 Any SAD stored prior to All Entities

completion of authorization

is kept to a minimum through
implementation of data retention
and disposal policies, procedures,
and processes.

3.3.2 SAD stored electronically prior All Entities

to completion of authorization
is encrypted using strong

cryptography.
3.3.3 SAD stored by issuers is encrypted BESIEEER
using strong cryptography. Companies

Supporting Issues
(i.e., storing SAD)

3.4.2 Technical controls to prevent copy QI

and/or relocation of PAN when
using remote-access technologies
except with explicit authorization.

3.5.1.1 Hashes used to render PAN All Entities
unreadable (per the first bullet
of Requirement 3.5.1) are keyed
cryptographic hashes of the
entire PAN with associated
key- management processes and
procedures.

3.5.1.2 If disk-level or partition-level All Entities

encryption (rather than file-,
column-, or field-level database
encryption) is used to render PAN
unreadable, it is implemented only
on removable media or if used on
non-removable media, that PAN

is also rendered unreadable (per
requirement 3.5.1).

An automated, programmatic procedure could be run to locate and
remove data, or a manual review of data storage areas could be
performed.

Whichever method is used, it is a good idea to monitor the process
to ensure it is completed successfully, and that the results are
recorded and validated as complete.

Implementing secure deletion methods ensures that the data
cannot be retrieved when it is no longer needed.

Demonstrate that:
e data stores, system configurations are in place, and/or

e vendor documentation exists.

to allow the assessor to verify that all SAD that is stored
electronically prior to completion of authorization is encrypted
using strong cryptography.

Demonstrate that:
e data stores, system configurations are in place, and

e documentation exists.

to allow the assessor to verify that all SAD that is encrypted using
strong cryptography.

Demonstrate that:
e policies have been updated and

e technical controls have been implemented.

that prevent copy and/or relocation of PAN when using remote-
access technologies.

Be prepared to provide documentation about the hashing method
in use to render PAN unreadable, including the vendor, type of
system/process, and the encryption algorithms (as applicable) to
verify that the hashing method results in keyed cryptographic
hashes of the entire PAN, with associated key management
processes and procedures.

Demonstrate the encryption process to verify if disk-level or
partition-level encryption is used to render PAN unreadable on:

e removable media or,

e at the PAN level per requirement 3.5.1
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Req # Requirement
3.6.1.1 A documented description of

the cryptographic architecture
includes prevention of the use of
the same cryptographic keys in
production and test environments.

4.2.1 Certificates used to safeguard PAN
during transmission over open,
public networks are confirmed
as valid and are not expired or
revoked.

4.21.1 An inventory of the entity’s trusted
keys and certificates is maintained.

5.2.31 A targeted risk analysis is
performed to determine frequency
of periodic evaluations of system
components identified as not at
risk for malware.

5.3.2.1 A targeted risk analysis is
performed to determine frequency
of periodic malware scans.

5.3.3 Anti-malware scans are performed
when removable electronic media
isin use.

541 Mechanisms are in place to detect

and protect personnel against
phishing attacks.

Applicability

Assessment Requirement

TPSP

All Entities

All Entities

All Entities

All Entities

All Entities

All Entities

Demonstrate that a document exists to describe the cryptographic
architecture including:

e Details of algorithms, protocols, and keys in use

e Preventing use of same keys in both production and test
environments

e Description of each key in use

e Inventory of HSMs, KMS, and SCDs in use to manage keys

Demonstrate that value TLS certificates are in use on open, public
networks including, but not limited to:

e The Internet and

o Wireless technologies, including Wi-Fi, Bluetooth, cellular
technologies, and satellite communications.

Demonstrate that an inventory of trusted keys and certificates is
maintained.

Document a 4.0 targeted risk analysis per the requirements
defined 12.3.1. Please see Appendix A for more details.

Document a 4.0 targeted risk analysis per the requirements
defined 12.3.1. Please see Appendix A for more details.

Demonstrate that anti-malware scans extend to removable media
or remove the ability to use removable media through use of
configuration management tools on systems within the PCl scope.

Demonstrate that an anti-phishing solution is implemented
to prevent phishing emails from being delivered to inboxes or
implement a combination of such as:

e Email anti-spoofing (DMARC, SPF, DKIM)
e Link scrubbers

e Email anti-malware solutions
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Req #

6.3.2

6.4.2

6.4.3

7.2.4

Requirement

Maintain an inventory of
bespoke and custom software to
facilitate vulnerability and patch
management.

Deploy an automated technical
solution for public-facing web
applications that continually
detects and prevents web- based
attacks.

Manage all payment page scripts

that are loaded and executed in the

consumer’s browser.

Note: The intent is not to install
additional software or browser

plugins on the consumer’s browser

to meet these objectives.

Applicability

Assessment Requirement

All Entities

All Entities

All Entities

Review all user accounts, including AU s1al=

third-party/vendor accounts and
related access privileges.

e atleast once every six months,

e to ensure user accounts and

access remain appropriate based

on job function.

e that any inappropriate access is
addressed,

e that management acknowledges

that access remains appropriate

Develop an inventory of all bespoke and custom software
maintained by the organization. This could be demonstrated via
code repositories.

Maintain an inventory of all third-party software components
(i.e., libraries) used in the development of bespoke and custom
software. This could be demonstrated through use of a 3rd party/
open-source license management solution or 3rd party/open-
source patch management solution.

Implement a solution such as a Web Application Firewall (WAF) to
check all traffic to in-scope, public facing web applications.

Develop policies and procedures to define how payment page
scripts are loaded and executed in the consumer’s browser in
accordance with PCl requirements.

PCI does not limit the techniques that may be used to meet this
requirement but suggests the following:

e Sub-resource integrity (SRI), which allows the consumer browser
to validate that a script has not been tampered with.

e A CSP, which limits the locations the consumer browser can
load a script from and transmit account data to.

e Proprietary script or tag-management systems, which can
prevent malicious script execution.

Demonstrate that access reviews include third-party/vendor
accounts with access to in-scope systems and that the reviews
clearly capture all PCl requirements and are completed at least
every six months.
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Assessment Requirement

Req # Requirement Applicability
7.2.5 Assign and manage all application  FAURSaf(e
and system accounts and related
access privileges appropriately.
7251 Review all access by application All Entities
and system accounts and related
access privileges.
Perform a targeted risk analysis
is completed to determine the
frequency that reviews should be
performed.
8.3.6 Minimum level of complexity All Entities
for passwords when used as an
authentication factor.
8.3.10.1 If passwords/passphrases are the TPSP

only authentication factor for
customer user access, passwords/
passphrases are changed at least
every 90 days, or the security
posture of accounts is dynamically
analyzed to determine real- time
access to resources.

Demonstrate that access privileges are assigned based on
application and system accounts (e.g., service accounts):

e least privilege necessary for the operability of the system/
application

e access for application and system accounts is limited to
the systems, applications, or processes as documented by
management.

Instead of manually maintaining a list of accounts and access
rights, entities may want to consider establishing a baseline when
setting up these application and system accounts including the
following as applicable to the organization:

e Making sure that the account is not a member of a privileged
group such as domain administrators, local administrators, or
root.

e Restricting which computers, the account can be used on.

e Restricting hours of use. Removing any additional settings like
VPN access and remote access.

Update access review procedures to include review of application
and system accounts.

Verify that a targeted risk analysis is completed to define the
frequency of this control operation. Please refer to Appendix A for
more details.

Document a review of the access granted to application and
system accounts. Consider leveraging configuration management
scripts for environments relying on Infrastructure-as-Code (laC)
deployments within immutable infrastructure.

If passwords are used as an authentication factor in multi-factor
authentication (something you know), verify that your passwords
meet the following requirements:

e A minimum length of 12 characters (or IF the system does not
support 12 characters, a minimum length of eight characters).

e Contains both numeric and alphabetic characters.

If passwords are the only authentication measure in use
for customer user access demonstrate that the entity has
implemented the following controls:

e Passwords are changed at least once every 90 days,

OR
e A dynamic analysis tool is used to provide real-time analysis of
access attempts to prevent potentially malicious access.

Note: Dynamic analysis tools take a number of data points which
may include device integrity, location, access times, and the
resources accessed to determine in real time whether an account
can be granted access to a requested resource.

Aprio”
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Req #

8.4.2

8.5.1

8.6.1

8.6.2

Requirement Applicability

Assessment Requirement

Multi-factor authentication for all All Entities
access into the CDE.

Multi-factor authentication All Entities
systems are implemented
appropriately.

Manage interactive login for All Entities

accounts used by systems or
applications.

Passwords/passphrases used for All Entities

interactive login for application
and system accounts are protected
against misuse.

Demonstrate that MFA has been implemented for all access to the
CDE and in-scope systems.

Demonstrate that MFA systems are implemented as follows:
e The MFA system is not susceptible to replay attacks.

e MFA systems cannot be bypassed by any users, including
administrative users unless specifically documented, and
authorized by management on an exception basis, for a limited
time period.

o At least two different types of authentication factors are used.

e Success of all authentication factors is required before access is
granted.

Disable interactive login for system or application (e.g., service
accounts) accounts to comply with this requirement.

If this is not possible, the entity must demonstrate that policy,
procedures and controls exist to demonstrate that:

e |nteractive use is prevented unless needed for an exceptional
circumstance.

e |nteractive use is limited to the time needed for exceptional
circumstances.

e Business justification for interactive use is documented.
e |Interactive use is explicitly approved by management.

e Individual user identity is confirmed before access to an account
is granted.

e Every action taken is attributable to an individual user.

Update development procedures to prohibit hard coding
passwords/passphrases (including API keys or other secrets) within
scripts, configuration files, or source code.

Identify automated controls such as source code scanning utilities
that search for secrets in code and configurations to simplify
compliance.

If source code scanning utilities that search for secrets in source
code and configurations are not implemented, manual inspection
of files will be required for in-scope systems.
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Req # Requirement

8.6.3 Passwords/passphrases for any
application and system accounts
are protected against misuse by
performing a targeted risk analysis
to determine how often application
and system account passwords
should be rotated.

9.51.21 A targeted risk analysis is
performed to determine frequency
of periodic POI device inspections.

104.1.1 Audit log reviews are automated.

104.2.1 A targeted risk analysis is

performed to determine frequency
of log reviews for all other system
components.

Applicability

Assessment Requirement

All Entities

All Entities

All Entities

All Entities

Document a 4.0 targeted risk analysis per the requirements
defined 12.3.1 to determine how often application and system
account passwords should be rotated based on password
complexity. Please see Appendix A for more details.

Aprio recommends a combination of the following depending on
your environment:

e Restrict interactive login to all system and application accounts,

o Utilize a Key Management Service or 3rd party solution that can
perform automated key management and rotation,

e Utilize managed service accounts (in Active Directory),

e Implement MFA on service accounts and restrict access to the
MFA token to least number of individuals possible,

e Limit all access to system and application accounts/key to the
least possible,

o Document all risk mitigation factors within a targeted risk
analysis and if appropriate, consider minimizing key rotation
to only when specific risk events occur (i.e., compromise of
keys, upon departure of a key employee who had access to the
secrets)

Document a 4.0 targeted risk analysis per the requirements
defined 12.3.1 to determine how POI device inspections should
take place. Please see Appendix A for more details.

Demonstrate that personnel are recording the results of periodic
POl device inspections in alighnment with the frequency defined in
the targeted risk analysis.

Note: PCl does not provide an opinion on the frequency in

which devices should be inspected, only that management’s
analysis must be documented and justified within the targeted
risk analysis. Management should implement a policy that is
defensible in the event that a breach or security event occurred as
a result of device tampering.

Implement automated log reviews though a mix of techniques
including but not limited to log harvesting, parsing, and alerting
tools, centralized log management systems, event log analyzers,
and security information and event management (SIEM) solutions.

For any system where automated log reviews are not possible,
management document a 4.0 targeted risk analysis per the
requirements defined 12.3.1 to determine how often manual log
reviews are performed. Please see Appendix A for more details.
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Req # Requirement Applicability Assessment Requirement

10.7.2 Failures of critical security control  FAUNSIai(ES Update policies and/or procedures as needed to document how
systems are detected, alerted, and the organization identifies and responds to the failure of critical
addressed promptly. security control systems.

Demonstrate that these procedures have been implemented to
evidence compliance with the requirement.

Ensure that at the following types of systems are included:
o Network security controls.

e |DS/IPS.

e Change-detection mechanisms.
e Anti-malware solutions.

e Physical access controls.

e Logical access controls.

o Audit logging mechanisms.

e Segmentation controls (if used).
o Audit log review mechanisms.

e Automated security testing tools (if used).

10.7.3 Failures of critical security In addition to the documentation developed to evidence
control systems are responded to requirement 10.7.2, ensure that records (e.g., system event tickets,
promptly. IT tickets, records within a problem management system) are
captured.

Records must include the following attributes:
e |dentification of cause(s) of the failure.

e Duration (date and time start and end) of the security failure.

e Details of the remediation required to address the root cause.

11.3.1.1 Manage all other applicable All Entities For vulnerabilities identified within the CDE ranked below high or
vulnerabilities (those not ranked as critical risk, ensure these risks are:

high- risk or critical). e Addressed based on the risk defined in the entity’s targeted risk
analysis, which is performed according to all elements specified
in Requirement 12.3.1.

e Rescans are conducted as needed.
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Assessment Requirement

Req # Requirement Applicability

11.3.1.2 Internal vulnerability scans are All Entities
performed via authenticated
scanning.

11.4.7 Multi-tenant service providers Multi-Tenant
support their customers for TPSPs
external penetration testing.

11.5.11 Covert malware communication TPSPs

channels detect, alert and/or
prevent, and address via intrusion-
detection and/or intrusion-
prevention techniques.

Internal vulnerability scans must be configured to use
authenticated scanning.

PCI DSS also stipulates the following:
e Systems that are unable to accept credentials for authenticated
scanning are documented.

e Sufficient privileges are used for those systems that accept
credentials for scanning.

e |f accounts used for authenticated scanning can be used
for interactive login, they are managed in accordance with
Requirement 8.2.2.

o The credentials used for these scans should be considered
highly privileged and have sufficient access rights to perform full
administrative level scans.

Multi-tenant service providers cannot forbid penetration testing
because this would leave their customers’ systems open to
exploitation. Therefore, multi-tenant service providers must
support customer requests to conduct penetration testing or for
penetration testing results.

Update policies and/or procedures to define requirements for
implementing and configuring methods to detect and alert on/
prevent covert malware communication channels.

Update the Incident-Response plan to ensure that it requires and
defines a response in the event that covert malware communica-
tions channels are detected.

Implement security controls such as an IPS/IDS solution at the
network or system level to detect and/or prevent covert malware
communication channels.
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Req # Requirement Applicability Assessment Requirement

11.6.1 A change-and-tamper-detection All Entities PCI recommends implementing mechanisms that detect and report
mechanism is deployed for on changes to headers and content of payment pages through use
payment pages and is deployed as (but not limited to) the following:
follows: ¢ Violations of the Content Security Policy (CSP) can be reported

¢ Toalert personnel to to the entity using the report-to or report-uri CSP directives.

unauthorized modification

(including indicators of e Changes to the CSP itself can indicate tampering.

compromise, changes, additions, e External monitoring by systems that request and analyze the
and deletions) to the HTTP received web pages (also known as synthetic user monitoring)
headers and the contents of can detect changes to JavaScript in payment pages and alert
payment pages as received by personnel.

the consumer browser. o Embedding tamper-resistant, tamper-detection script in the

e The mechanism is configured payment page can alert and block when malicious script
to evaluate the received HTTP behavior is detected.

header and payment page. e Reverse proxies and Content Delivery Networks can detect

e The mechanism functions are changes in scripts and alert personnel.

performed as follows: Often, these mechanisms are subscription or cloud-based, but can
also be based on custom and bespoke solutions.
e At least once every seven

days Note: Many web pages now rely on assembling objects, including
OR active content (primarily JavaScript), from multiple internet
locations. Additionally, the content of many web pages is defined
using content management and tag management systems that
defined in the entity’s may not be possible to monitor using traditional change detection
targeted risk analysis, which mechanisms.

e Periodically (at the frequency

is performed according to

all elements specified in Therefore, the only place to detect changes or indicators of

malicious activity is in the consumer browser as the page is

Requirement 12.3.1). constructed and all JavaScript interpreted.

12.3.1 Perform Target Risk Analysis (TRA) FAUNSajsial= This targeted risk analysis (as opposed to a traditional enterprise-
for each requirement that allows wide risk assessment) focuses on those PCI DSS requirements that
flexibility on how frequently it is allow an entity flexibility about how frequently an entity performs
performed or is addressed by way a given control.
of Customized Approach (replaces
req. for formal Enterprise-wide Expand the current enterprise-wide risk assessment process to
Risk Assessment) include the following analysis for all applicable requirements.

Please see Appendix A at the end of this guide for a detailed

explanation.
12.3.3 Cryptographic cipher suites and All Entities Implement a policy and maintain a list of the cipher suites and
protocols in use are documented protocols in use, including their purpose and where they are used.
and reviewed at least every 12
months. In your annual review ensure you describe how the entity achieved

the following:

e Performed active monitoring of industry trends regarding
continued viability of all cryptographic cipher suites and
protocols in use.

o Documented a strategy to respond to cryptographic
vulnerabilities.
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Req #

12.3.4

12.5.21

12.5.3

12.6.2

12.6.3.1

12.6.3.2

Requirement Applicability

Assessment Requirement

Hardware and software All Entities
technologies are reviewed at least

once every 12 months.

PCI DSS scope is documented TPSPs
and confirmed at least once every
six months and upon significant
changes.

The impact of significant TPSPs
organizational changes on PCI DSS
scope is documented and reviewed
and results are communicated to
executive management.

The security awareness program All Entities
is reviewed at least once every 12

months and updated as needed.

Security awareness training All Entities
includes awareness of threats

that could impact the security

of the CDE, to include phishing

and related attacks and social

engineering.

Security awareness training All Entities
includes awareness about
acceptable use of end- user

technologies.

Implement a process to ensure that hardware and software in use
within the CDE remains up to date and supported. PCl requires
the following to meet this requirement:

e Perform analysis that the technologies continue to receive
security fixes from vendors promptly.

e Perform analysis that the technologies continue to support (and
do not preclude) the entity’s PCI DSS compliance.

e Review documentation of any industry announcements or
trends related to a technology, such as when a vendor has
announced “end of life” plans for a technology.

e Provide documentation of a plan, approved by senior
management, to remediate outdated technologies, including
those for which vendors have announced “end of life” plans.

Technical solutions such as configuration management, package
management, and patch management solutions should be used to
aid in performing analysis.

PCl requires that Third Party Service Providers (TPSPs) perform
CDE scope reviews every six months and upon significant changes.

Examples of significant changes to organizational structure
include, but are not limited to, company mergers or acquisitions,
and significant changes or reassignments of personnel with
responsibility for security controls.

Document and be prepared to provide evidence of an annual
review of the security awareness program and ensure that updates
are made to address new threats and vulnerabilities that may
impact the security of the CDE, or the information provided to
personnel about their role in protecting cardholder data.

Security awareness programs must be expanded to include:
e How to identify phishing and other social engineering attacks.

e How to react to suspected phishing and social engineering.

e Where and how to report suspected phishing and social
engineering activity.

Security awareness programs must be expanded to include aware-
ness about the acceptable use of end-user technologies including:

e Explicit approval by authorized parties.
e Acceptable uses of technology.

e List of products approved by the company for employee use,
including hardware and software.

Aprio” PCI DSS v4.0 Field Guide
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Req # Requirement

12.10.4.1 A targeted risk analysis is
performed to determine frequency
of periodic training for incident
response personnel.

12.10.5 The security incident response
plan includes alerts from the
change- and tamper-detection
mechanism for payment pages.

12.10.7 Incident response procedures
are in place and initiated upon
detection of PAN stored anywhere
it is not expected.

Al.11 The multi-tenant service provid-
er confirms access to and from
customer environment is logically
separated to prevent unauthorized
access.

Applicability

Assessment Requirement

All Entities

All Entities

All Entities

Multi-Tenant
TPSPs

Document a 4.0 targeted risk analysis per the requirements
defined 12.3.1 to determine the frequency of periodic incident
response training for incident response personnel. Please see
Appendix A for more details.

PCl does not provide a recommended frequency for performing
incident response training but notes that each entity’s environment
and incident response plan are different and the approach will
depend on a number of factors, including the size and complexity
of the entity, the degree of change in the environment, the size of
the incident response team, and the turnover in personnel.

Aprio recommends training at a frequency that will allow it
to confidently meet internal and customer SLAs, contractual
commitments and regulatory requirements for responding to
incidents.

The incident response plan must include requirement for
monitoring and responding to:

e The change-and tamper-detection mechanism for payment
pages.

PCl has also required the following prior to PCI DSS v4.0:
e Intrusion-detection and intrusion-prevention systems.

e Network security controls.
e Change-detection mechanisms for critical files.

e Detection of unauthorized wireless access points.

The incident response plan must include procedures for
responding to the detection of PAN anywhere it is not expected
including:

e Determining what to do if PAN is discovered outside the CDE,
including its retrieval, secure deletion, and/or migration into the
currently defined CDE, as applicable.

o |dentifying whether sensitive authentication data is stored with
PAN.

e Determining where the account data came from and how it
ended up where it was not expected.

e Remediating data leaks or process gaps that resulted in the
account data being where it was not expected.

Update documentation and system network configurations to
demonstrate that strong separation between the environments
that are designed for customer access, for example, configuration
and billing portals, and the provider’s private environment can only
be accessed by authorized provider personnel.
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Req #

Al14

A1.2.3

A3.3.1

Requirement

The multi-tenant service provider
confirms effectiveness of logical
separation controls used to
separate customer environments
at leave once every six months via
penetration testing.

The multi-tenant service
provider implements processes
or mechanisms for reporting
and addressing suspected or
confirmed security incidents and
vulnerabilities.

Failures of the following are
detected, alerted, and reported in
a timely manner:

e Automated log review
mechanisms

e Automated code review tools.

Applicability

Assessment Requirement

Multi-Tenant
TPSPs

Multi-Tenant
TPSPs

All Entities

Effectiveness of separation techniques can be confirmed by using
service-provider-created temporary (mock-up) environments that
represent customer environments and attempting to:

1. access one temporary environment from another environment,
and

2. access a temporary environment from the Internet.

Customers must be provided with the ability to securely report
security incidents and vulnerabilities to the provider.

The provider should address and remediate suspected or
confirmed security incidents and vulnerabilities according to
Requirement 6.3.1.

PCI has expanded its list of failed security controls which must be
detected, alerted and reported on in a timely manner to include
failure of automated log review mechanism and automated code
review tools.
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Appendix A: Documenting a Targeted Risk Analysis

What is a Targeted Risk Analysis?

Per PCI DSS v4.0 Requirement 12.3.1, each PCI DSS requirement that provides flexibility for how frequently the related control is performed
(for example, requirements to be performed periodically) is supported by a targeted risk analysis that is documented to determine the
frequency of which the control must operation.

Each targeted risk analysis must include the following elements:

e |dentification of the assets being protected.

¢ |dentification of the threat(s) that the requirement is protecting against.

¢ |dentification of factors that contribute to the likelihood and/or impact of a threat being realized.

e Resulting analysis that determines, and includes justification for, how frequently the requirement must be performed to minimize the
likelihood of the threat being realized.

e Review of each targeted risk analysis at least once every 12 months to determine whether the results are still valid or if updated risk
analysis is needed.

e Performance of updated risk analyses when needed, as determined by the annual review.

How often must each targeted risk analysis be completed?

Each targeted risk analysis must be completed at least every 12 months.

What are my options for documenting a targeted risk analysis?

Organizations are free to use any format they wish to document their targeted risk analysis and may expand their current information risk
assessment process to documents the elements required by PCI DSS (see the bulleted list above).

PCI DSS provides a template in appendix E2 of the PCI DSS v4 standard which may also be used, but is not mandatory. A simple spreadsheet
documenting the same data elements is also sufficient.

Sample Targeted Risk Analysis for PClI DSS Requirements met via the Customized Approach

To be completed by the entity being assessed
Item Details

1. Identify the requirement

1.1 Identify the PCI DSS requirement as written. <Entity identifies the requirement>

1.2 Identify the objective of the PCI DSS requirement as <Entity identifies the objective of the requirement>
written.

1.2 Describe the mischief that the requirement was <Entity describes the mischief>

designed to prevent

<Entity describes the effect on its security if the objective is not successfully met by the entity.>

<Entity describes which security fundamentals would not be in place, or what a threat actor may
be able to do if the objective is not successfully met by the entity.>

2. Describe the proposed solution

2.1 Customized control name/identifier <Entity identifies the customized control as documented in the Controls Matrix.>
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Which requirements require that a targeted risk analysis be completed?

Req #

5231&
5.2.3.2

6.3.3

7.2.51

8.6.3

9.5.1

9.51.2

Requirement Description

Any system components that are not at risk for malware are evaluated periodically to include the following:
e A documented list of all system components not at risk for malware.

e |dentification and evaluation of evolving malware threats for those system components.

e Confirmation whether such system components continue to not require anti-malware protection.

All system components are protected from known vulnerabilities by installing applicable security patches/updates as follows:

e Critical or high-security patches/updates (identified according to the risk ranking process at Requirement 6.3.1) are
installed within one month of release.

e All other applicable security patches/updates are installed within an appropriate time frame as determined by the entity
(for example, within three months of release).

All access by application and system accounts and related access privileges are reviewed as follows:
e Periodically (at the frequency defined in the entity’s targeted risk analysis, which is performed according to all elements
specified in Requirement 12.3.1).

e The application/system access remains appropriate for the function being performed.
e Any inappropriate access is addressed.

e Management acknowledges that access remains appropriate.

Note: This requirement is a best practice until 31 March 2025, after which it will be required and must be fully considered
during a PCI DSS assessment.

Passwords/passphrases for any application and system accounts are protected against misuse as follows:
e Passwords/passphrases are changed periodically (at the frequency defined in the entity’s targeted risk analysis, which is
performed according to all elements specified in Requirement 12.3.1) and upon suspicion or confirmation of compromise.

e Passwords/passphrases are constructed with sufficient complexity appropriate for how frequently the entity changes the
passwords/passphrases.

Note: This requirement is a best practice until 31 March 2025, after which it will be required and must be fully considered
during a PCI DSS assessment.

POl devices that capture payment card data via direct physical interaction with the payment card form factor are protected
from tampering and unauthorized substitution, including the following:

e Periodically inspecting POI devices to look for tampering or unauthorized substitution.

e Training personnel to be aware of suspicious behavior and to report tampering or unauthorized substitution of devices.

POl device surfaces are periodically inspected to detect tampering and unauthorized substitution.

Note: This requirement is a best practice until 31 March 2025, after which it will be required and must be fully considered
during a PCI DSS assessment.
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Req # Requirement Description

10.4.2.1 Logs of all other system components (those not specified in Requirement 10.4.1) are reviewed periodically. 10.4.1 requires at

least daily (eventually automated) review of:

e All security events.

o Logs of all system components that store, process, or transmit CHD and/or SAD

e Logs of all critical system components

Logs of all servers and system components that perform security functions (e.g., network security controls, IDS/IPS,
authentication servers).

11.3.11 All other applicable vulnerabilities (those not ranked as high-risk or critical per the entity’s vulnerability risk rankings defined
at Requirement 6.3.1) are managed as follows:

e Addressed based on the risk defined in the entity’s targeted risk analysis, which is performed according to all elements
specified in Requirement 12.3.1.

e Rescans are conducted as needed.

Note: This requirement is a best practice until 31 March 2025, after which it will be required and must be fully considered

during a PCI DSS assessment.

11.6.1 A change- and tamper-detection mechanism is deployed as follows: To alert personnel to unauthorized modification
(including indicators of compromise, changes, additions, and deletions) to the HTTP headers and the contents of payment
pages as received by the consumer browser.

e The mechanism is configured to evaluate the received HTTP header and payment page.

e The mechanism functions are performed as follows: - At least once every seven days OR - Periodically (at the frequency
defined in the entity’s targeted risk analysis, which is performed according to all elements specified in Requirement
12.3.1).

Note: This requirement is a best practice until 31 March 2025, after which it will be required and must be fully considered

during a PCI DSS assessment.

12.3.2 A targeted risk analysis is performed for each PCI DSS requirement that the entity meets with the customized approach, to

include:
e Documented evidence detailing each element specified in Appendix D: Customized Approach (including, at a minimum, a
controls matrix and risk analysis).

e Approval of documented evidence by senior management.

e Performance of the targeted analysis of risk at least once every 12 months.

Questions about PCI DSS 4.0? Contact Aprio’s team today.

Shane Peden, CISSP, CISA, PCI QSA
Managing Director

Shane.Peden@Aprio.com
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